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PATENT 



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
BEFORE THE BOARD OF PATENT APPEALS AND INTERFERENCES 



In re Application of 
For 

Serial No. 
Filed 
Group 
Examiner 



Han et al. 

Controlled Access to Software Applications 
And/Or Data 

10/691,216 
10/22/2003 
2131 

Moorthy, Aravind K. 



Durham, North Carolina 
December 15, 2008 

MAIL STOP APPEAL BRIEF - PATENTS 

Commissioner for Patents 

P.O. Box 1450 

Alexandria, VA 22313-1450 

APPELLANTS' BRIEF 

Sir; 

1. The Real Party In Interest 

The real party in interest is the assignee, NCR Corporation. 

2. Related Appeals and Interferences 
None. 

3. Status of the Claims 

This is an appeal from the July 15. 2008 final rejection ( 4t the final rejection") of claims 1- 
10 and 12-20, all of the pending claims. Claims 1-10 and 12-20 were rejected under 35 U.S.C. 
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§ 102(e) based on Hauck U.S. Patent No. 7,249,262 (Hauck). Claim 1 1 has been previously 
canceled. 

4. Status of Amendments 

The claims stand as last amended on April 28, 2008. No Amendment After Final has 
been filed. 

5. Summary of Claimed Subject Matter 

The present invention addresses techniques for identifying devices authorized for access 
to software or data, and for providing such access only to authorized devices. 
Claim 1 

In one aspect, the invention of claim 1 addresses a system for a licensee to control access 
to or distribution of software and/or data among a plurality of client nodes. The system 
comprises means for storing software and/or data that is to be made available to predetermined 
licensed client nodes, as described at p. 2, lines 4-6, for example. Each client node of the 
plurality of client nodes is a data processing device for which access to specified software or data 
may be allowed if licensed, and the system comprises means for storing a list of identifiers for 
licensed client nodes, with each identifier uniquely identifying one of the predetermined nodes, 
the presence of each identifier on the list authorizing the predetermined client node associated 
with the identifier to be allowed access to the software and/or data, as illustrated at Fig. 1, steps 
101 and 102, and Fig. 3, server 301, database 303, for example, and discussed at specification, p. 
4, line 22-p. 5, line 5; and p. 6, line 1 1-p. 7, line 2, for example. Claim 1 further addresses a 
client application at each client node, the client application performing authentication taking 
place at the client node, authentication being accomplished by comparing the client identifier for 
the node against the list and allowing or rejecting access to the software and/or data by the client 
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node at which the client application resides based on evaluation by the client application at the 
client node as to whether the identifier of the client node appears in the list, as illustrated at Fig. 
3, CD 310, and discussed at specification, p. 5, lines 1 1-15 and p. 7, lines 12-19, for example. 
Claim 9 

In another aspect, the invention of claim 9 addresses a method for a licensee to control 
access to or distribution of software and/or data among a plurality of client nodes. The method 
comprises storing in association with the software and/or data, a list of unique identifiers for 
licensed client nodes, each of which uniquely identifies one of the nodes authorized to be 
allowed access to the software and/or data, as illustrated at Fig. 1, step 103 and discussed at 
specification, p. 4, line 22-p. 5, line 6, for example. Claim 9 further addresses identifying at each 
node whether a unique identifier for a particular node is included on the list, and controlling the 
operation of each node so that the list is examined at each node and the unique identifier is 
compared against the list, and loading, installation, or use of the software and/or data is allowed 
or rejected based on the comparison at the client node of the unique identifier against the list, as 
illustrated at Fig. 2, steps 202-206, and discussed at specification, p. 5, lines 20-27, for example. 
Claim 10 

In another aspect, the invention of claim 10 addresses a program storage device, readable 
by a machine, having encoded thereon instructions executable by the machine for executing a 
license management program to establish a unique identifier associated with the machine 
executing the instructions, reading a list of unique identifiers associated with specified software 
and/or data, each unique identifier being uniquely associated with one of a plurality of machines 
and establishing its associated machine as licensed for the specified software and/or data, and 
controlling the operation of a client node comprising the machine executing the instructions so as 
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to allow or reject access by the machine to the software and/or data based on a comparison 
taking place at the client node of the unique identifier for the client node against the list of 
unique identifiers, as illustrated at Fig. 3, floppy disc 308, CD 310, and discussed at 
specification, p. 6, line 1 1-p. 7, line 19, for example. 
Claim 13 

In another aspect, the invention of claim 13 addresses data processing device serving as a 
client node comprising means for reading a list of unique identifiers associated with software 
and/or data, each unique identifier being uniquely associated with one of a plurality of client 
nodes or terminals licensed to use the software and/or data and means for controlling the 
operation of the data processing device so that the data processing device examines its own 
unique identifier and the list of unique identifiers and allows or rejects loading, installation, or 
use of the software and/or data based on a comparison taking place at the data processing device 
of its own unique identifier against the list of unique identifiers, as illustrated at Fig. 3, client 
node 302, and discussed at specification, p. 6, line 1 1-p. 7, line 19, for example. 
Claim 16 

In another aspect, the invention of claim 16 addresses a self-service terminal comprising 
means for reading a list of unique identifiers associated with software and/or data, each unique 
identifier being uniquely associated with one of a plurality of self-service terminals licensed to 
use the associated software and/or data and means for controlling the operation of the self- 
service terminal so that the self-service terminal examines a unique identifier associated with the 
self-service terminal and the list of unique identifiers and allows or rejects loading, installation, 
or use of the software and/or data based on a comparison taking place at the self-service terminal 
of the unique identifier of the self-service terminal against the list of unique identifiers, as 
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illustrated at Fig. 3, client node 302, and discussed at specification, p. 6, line 1 1-p. 7, line 19, for 
example. 

6 - Grounds of Rejection to be Reviewed on Ap peal 

Claims 1-10 and 12-20 stand rejected under 35 U.S.C. § 1 02(e) based on Hauck. 
7. Argument 

A. Rejection un der 35 U.S.C . 8 1 02ie1 nver HanrW 

The rejection under 35 U.S.C. § 102(e) does not follow MPEP § 706.02(V) which states 
at page 700-23 "for anticipation under 35 U.S.C. 102, the reference must teach every aspect of 
the claimed invention either explicitly or impliedly." In contrast with this clear requirement, the 
final Office Action bases an anticipation rejection on portions of Hauck, which do not teach each 
feature of the claimed combination of elements and thus cannot anticipate the presently claimed 
invention. For the above reason, this rejection should be reversed. 
Claim 1 

Claim 1 addresses a system for control of access to or distribution of data or software, 
comprising means for storing the software or data, and for storing a list of identifiers for licensed 
client nodes, as well a client application at each client node, performing authentication taking 
place at the client node by comparing the client identifier for the node against the list. Hauck 
addresses systems and techniques for managing access to web sites by remote users. A client 
side software program is used to generate a machine specific identifier, which is in turn used to 
authenticate a client machine to a server. A session identifier is established for an authenticated 
client, and the session identifier is maintained in a remote temporary storage table storing session 
identifiers for authorized machines. Each request for access from a client to a server includes the 
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session identifier and the temporary storage table is consulted to establish the authenticity of the 
submitted session identifier before responding to the request for access. 

Claim 1, by contrast, addresses a system for control involving authentication taking place 
at the client node, in which the appearance of the client node's identifier on a list of identifiers of 
authorized clients is examined by a client application at the client node in order to determine 
whether the client node will allow access to software or data. Hauck does not teach and does not 
make obvious such authentication, but instead teaches examination by a server of a storage table 
for the appearance of a session identifier submitted by a client. 

The Official Action relies on Hauck, col. 7, lines 23-32, which teaches a client side 
download linking library (DLL) which generates a specific client machine identifier and which 
includes an algorithm to insure that a password uniquely corresponding to the machine specific 
identifier is entered before access to protected data is granted. Hauck does not teach, however, 
that the client side application controls access to protected content, and does not teach that this 
client side application compares the client machine identifier against a list before allowing access 
to content. 

In Hauck, at an initial request for protected content, a server supplies a client side DLL to 
the requesting client machine, and this DLL is used to generate a client machine identifier and 
also to require entry of a password corresponding to the client machine identifier before 
proceeding further in obtaining access to protected content. This process does not involve 
comparison of the client machine identifier against a list, and Hauck makes it clear that the 
server receives information from a client machine and compares the client machine information 
against a storage table in granting or denying requests for content. See Hauck, col. 8, line 1 3-col. 
10, line 15. A user makes an initial request for protected content, which is accompanied by a 
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request for a password. A password appropriate to the client machine identifier is computed and 
transmitted appropriately. A user entering appropriate subscription information is given a 
corresponding password by a server and is prompted to enter the password by the client side 
application. Upon entry, the entered password is compared with the transmitted password and a 
failure results in denial of access to content. 

However, this comparison does not involve comparison by a client application of a client 
machine identifier against a list, and a successful entry is what leads to the step of entering client 
machine information in a list against which comparisons are made. See in particular Hauck, col. 
9, lines 1 5-27, in which a session identifier is generated and loaded to a temporary storage table. 
Subsequent requests for protected content during a session are accompanied by transmission of 
the session identifier to the server, and the server compares the session identifier against the 
temporary storage table. 

The system of claim 1, on the other hand, manages control of content based on decisions 
made by the client based on the appearance of the client's identifier in a list This procedure 
allows for a more localized control without a need to involve a server for control of access, and 
can be used to manage content of information that can be freely distributed, but only usable on 
authorized machines, such as distribution on a CD, where the CD is not usable on machines 
whose identifier does not appear on a list. Claim 1 therefore defines over the cited art and should 
be allowed. 

Claims 9, 10, 13, and 16 all similarly address authentication of a device, such as a client 
node, data processing device serving as a client node, or self service terminal. An application 
executed on the device compares an identifier against a list of authorized identifiers, with the 
comparison taking place at the device. As noted above with respect to claim 1, such features are 
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not taught by Hauck. Claims 9, 10, 13, and 16 therefore define over the cited art on the same 
basis as does claim 1 . 
8. Conclusion 

The rejection of claims 1-10 and 12-20 should be reversed and the application promptly 
allowed. 

Resentfully submitted, 

Peter H. Priest 
Reg. No. 30,210 
Priest & Goldstein, PLLC 
5015 Southpark Drive, Suite 230 
Durham, NC 27713 
(919)806-1600 
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CLAIMS APPENDIX 

1. A system for a licensee to control access to or distribution of software and/or data 
among a plurality of client nodes, the system comprising: 

means for storing software and/or data that is to be made available to predetermined 
licensed client nodes, each client node of the plurality of client nodes being a data processing 
device for which access to specified software or data may be allowed if licensed, and for storing 
a list of identifiers for licensed client nodes, each identifier uniquely identifying one of the 
predetermined nodes, the presence of each identifier on the list authorizing the predetermined 
client node associated with the identifier to be allowed access to the software and/or data; and 

a client application at each client node, the client application performing authentication 
taking place at the client node, authentication being accomplished by comparing the client 
identifier for the node against the list and allowing or rejecting access to the software and/or data 
by the client node at which the client application resides based on evaluation by the client 
application at the client node as to whether the identifier of the client node appears in the list. 

2. A system as claimed in claim 1 , wherein the means for storing the software and/or 
data and the list of unique client identifiers is portable. 

3. A system as claimed in claim 2, wherein the means for storing the software and/or 
data and the list of unique client identifiers comprises a compact disc. 

4. A system as claimed in claim 2, wherein the means for storing the software and/or 
data and the list of unique client identifiers comprises a floppy disc. 

5. A system as claimed in claim 1, wherein the client nodes are part of a 
communications network. 
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6. A system as claimed in claim 5, wherein the means for storing is provided in a 
shared information storage area of a server that can be remotely accessed by at least some or all 
of the client nodes. 

7. A system as claimed in claim 1, wherein the client application is operable to 
generate a unique identifier for the client node on which the client application resides and 
compare this with the unique identifiers on the authorized list, thereby to identify whether the 
unique identifier for that node is on the list. 

8. A system as claimed in claim 7, wherein the client executes a license management 
program which uses node specific data to generate the unique identifier. 

9. A method for a licensee to control access to or distribution of software and/or data 
among a plurality of client nodes, the method comprising: 

storing in association with the software and/or data, a list of unique identifiers for 
licensed client nodes, each of which uniquely identifies one of the nodes authorized to be 
allowed access to the software and/or data; 

identifying at each node whether a unique identifier for a particular node is included on 
the list; and 

controlling the operation of each node so that the list is examined at each node and the 
unique identifier is compared against the list, and loading, installation, or use of the software 
and/or data is allowed or rejected based on the comparison at the client node of the unique 
identifier against the list. 

1 0. A program storage device, readable by a machine, having encoded thereon 
instructions executable by the machine for: 
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executing a license management program to establish a unique identifier associated with 
the machine executing the instructions; 

reading a list of unique identifiers associated with specified software and/or data, each 
unique identifier being uniquely associated with one of a plurality of machines and establishing 
its associated machine as licensed for the specified software and/or data; and 

controlling the operation of a client node comprising the machine executing the 
instructions so as to allow or reject access by the machine to the software and/or data based on a 
comparison taking place at the client node of the unique identifier for the client node against the 
list of unique identifiers. 

11. (canceled) 

12. A program storage device as claimed in claim 1 0, wherein the instructions 
encoded thereon include instructions for generating the unique identifier using node specific 
data. 

13. A data processing device serving as a client node comprising: 

means for reading a list of unique identifiers associated with software and/or data, each 
unique identifier being uniquely associated with one of a plurality of client nodes or terminals 
licensed to use the software and/or data; and 

means for controlling the operation of the data processing device so that the data 
processing device examines its own unique identifier and the list of unique identifiers and allows 
or rejects loading, installation, or use of the software and/or data based on a comparison taking 
place at the data processing device of its own unique identifier against the list of unique 
identifiers. 

14. A data processing device as claimed in claim 13, further comprising: 

11 
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means for generating a unique identifier for the node implemented by the data processing 
device and comparing this with the unique identifiers on the authorized list, thereby to identify 
whether the unique identifier for that node is on the list and licensed. 

15. A data processing device as claimed in claim 14, wherein node specific data is 
used to generate the unique identifier. 

16. A self-service terminal comprising: 

means for reading a list of unique identifiers associated with software and/or data, each 
unique identifier being uniquely associated with one of a plurality of self-service terminals 
licensed to use the associated software and/or data; and 

means for controlling the operation of the self-service terminal so that the self-service 
terminal examines a unique identifier associated with the self-service terminal and the list of 
unique identifiers and allows or rejects loading, installation, or use of the software and/or data 
based on a comparison taking place at the self-service terminal of the unique identifier of the 
self-service terminal against the list of unique identifiers. 

17. A self-service terminal as claimed in claim 16 further comprising: 

means for generating a unique identifier for the self-service terminal and comparing this 
with the unique identifiers on the authorized list, thereby to identify whether the unique identifier 
for the self-service terminal appears on the list. 

18. A self-service terminal as claimed in claim 17, wherein node specific data is used 
to generate the unique identifier. 

19. The self-service terminal as claimed in claim 16, wherein the self-service terminal 
is an automated teller machine in a network comprising a plurality of automated teller machines 
operated by a common operator licensed to utilize the associated software and/or data. 
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20. The self-service terminal as claimed in claim 19, wherein the automated teller 
machine executes license management software to generate its associated identifier, and wherein 
said list of unique identifiers licensed to utilize the associated software and/or data is generated 
at a remote server which communicates with the automated teller machine over the network. 
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EVIDENCE APPENDIX 

None. 
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RELATED PROCEEDINGS APPENDIX 

None. 
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